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Notifiable data breaches
in Australia

Click on an icon for details
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ot been a general requirement in Australia at a Commonwealth level
es to the individual or the Government, except in the case of e-health
Health Records Act 2012.

eform Commission recommended a reporting requirement in its
lian privacy law.

sulted on this proposal in 2012 and 2013.

ntary Joint Committee on Intelligence and Security supported
ch notification.

ased draft legislation for comment in December 2015.

ent (Notifiable Data Breaches) Act 2017 was enacted in February
es on 22 February 2018.
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il have to be reported to the affected individual and notified to
Commissioner.

Il be where a reasonable person concludes there is a likely risk
thorised access or disclosure.

an eligible data breach will have to conduct an assessment.
, the breach may not have to be reported.
0 have the power to grant exemptions from notifying an
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ply to?

tralian Privacy Principles (APP entities), including government
I organisations.

lding credit reporting information.
edit eligibility information.
holding tax file numbers.

empt from the Privacy Act —
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pients

entity will retain accountability for an eligible data breach involving
hen the personal information has been disclosed to (and is held by)

plies to the disclosure to an overseas recipient. (APP 8.1 says that
ity discloses personal information about an individual to an

, the entity must take reasonable steps to ensure that the recipient
e APPs in relation to that information.)

vider has disclosed credit eligibility information about one or more
mpany or person that does not have an Australian link.
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hes

| have to be notified.

|d by an entity subject to the Australian Privacy Principles.
tion held by a credit reporting body.

lon held by a credit provider.

ion held by a file number recipient.
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aches

re of 2 kinds —

ss or disclosure of the information where a reasonable person
e that the access or disclosure would result in serious harm to
s to whom the information relates.

tion in circumstances where unauthorised access or disclosure is
that were to occur, a reasonable person would likely conclude
Isclosure would result in serious harm to any of the individuals to
n relates.
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breach if —

tion in relation to the access or disclosure, or loss.

results in serious harm to any affected individuals.
on would conclude that the access or disclosure would not be likely
harm to any of the affected individuals.

oes not need to be notified of the access, disclosure or loss (even
reach) if —

tion in relation to the access or disclosure, or loss.

results in serious harm to the particular individual.

on would conclude that the access or disclosure would not be likely
harm to the particular individual.
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determining if a reasonable person would conclude that access to or
ation would be likely to result in serious harm to an individual —

ion.
information.

ation Is protected by security measures — and if it is, the likelihood that
could be overcome.

kinds of persons who have obtained (or could obtain) the information.

hnology or methodology was used and designed to make the

telligible or meaningless for unauthorised users — the likelihood that
tain the information and who have the intention of causing harm to the
the information or knowledge required to circumvent the technology

rm.
ant matters.
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sessment

able grounds to suspect an eligible data breach but is not aware of
believe that the circumstances amount to an eligible data breach —

ut a reasonable and expeditious assessment of whether there are
ds to believe that there is an eligible data breach.

Il reasonable steps to ensure the assessment is completed within

entity jointly and simultaneously holds the same particular record of
only one assessment needs to be undertaken into a single eligible
s of how many entities hold the record of the information.
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he Commissioner

easonable grounds to believe there has been an eligible data
ust prepare a statement and give a copy to the Australian
er as soon as practicable.

out —

details of the entity (and may identify other entities involved).
igible data breach.

rmation concerned.

bout steps that individuals should take in response.
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viduals

ared a statement to the Commissioner following an eligible data
S practicable —

are reasonable to notify the content of the statement to each
f it is practicable to do this).

are reasonable to notify the content of the statement to each
the breach (if it is practicable to do this).

e applies, publish the statement on its website and take
publicise the contents of the statement.
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|d be likely to prejudice enforcement activities.
cy provisions in other legislation.

— having regard to the public interest and any relevant
les.
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holds the same particular record of personal information, only
ared and notified for a single eligible data breach, regardless
information compromised in the eligible data breach.
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acy law matters and can help you prepare for mandatory data
on privacy since the Privacy Act was first extended to private

the International Association of Privacy Professionals (ANZ).
Ip:

e information in this presentation is not legal advice.
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